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Secure Port Prevents leakage of secure 
documents that are sent via fax machines 
from the organization.

SecurePort
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   “Faxing is the most common 
cause of confidential information 
ending up at the wrong place or 
in the wrong hands”

-TriDimension Strategies and 
Locke Liddell & Sapp LLP

SecurePort
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“Fax machines are a serious 
data leak potential, when they 
are not part of the DLP solution”

SecurePort

M.B.
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SecurePort identifies and prevents information leaks in real-
time – before they occur. Detailed reporting and audit trails, 
provide the customer with timely and insightful information.

Real-time auditing and blocking of unauthorized document  
distribution from analog and digital Faxes (fax machines & 
fax servers). 

Identifies and prevents documents leaks before they occur. 

Limits document distribution only to designated parties (i.e. 
block sending fax to competitor fax machine).

Provides complete audit trail of user and distribution activity.

SecurePort
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Scan/OCR the outgoing fax pages
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Search for Keywords in the database
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When Finding a Keyword, 
execute the specific policy
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SecurePort for Fax Machines

SecurePort in the Network

SecurePort connects to the enterprise PBX via its 
smart high density fax boards.

Connection can be Analog, PRI, & BRI, the number 
of lines is not restricted.
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SecurePort for Fax Machines

Fax SDR
PBX

Every fax machine that is monitored needs 
a SDR unit hooked on its line to the PBX

Monitoring a fax machine
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SecurePort for Fax Machines

SecurePort basic fax system configuration 
is Flexible and easy to manage
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SecurePort for Fax Machines

SecurePort in a distributed environment
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Every inbound / outbound fax is stored and archived.

An archived fax contains the original image and the OCR 
text data.

Fax search is similar to any metadata document search 
(Word, Excel, PDF, etc).

Outbound faxes are managed by Secureport’s DLP policies.

Inbound faxes can be routed to users based on fax content.      

In fact, SecurePort transforms the fax 
machine into an enterprise network device.

SecurePort for Fax Machines
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SecurePort
System Architecture

Flexible – capable of handling small as well as large numbers of 
fax machines.

Does not require an expensive telephony and IT infrastructure.

A complete analog fax DLP solution for the customer.

Fax users do not need to change their faxing habits.

Fax machine tapping can be changed / set-up within 30 seconds.

Fits organizations who publish this service among their employees, 
as well as, organizations who keep this service secret.

Capable of complementing external content engines.
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SecurePort
Subsystems & Technology

Image Handling & OCR Process 

Image enhancement and preparation for OCR scan, incl: 
Resolution increase, Image de-skew, Image flip, Define OCR 
scanning zones.     

Launch OCR engines – Several OCRs’ running in multiple 
concurrent mode.

Voting system – Choosing the OCR with the best result. 

Identical characters algorithm – Correcting OCR results that 
switch between identical characters, for example switch “O”
with “0” (zero)
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SecurePort
Subsystems & Technology

Secure Keywords System 

One Keyword field can range anywhere from one 
word to a whole chapter

Keyword can be assigned by group / department

Keyword search can be performed using And/Or logic

Search result sensitivity tuning in %
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SecurePort
Subsystems & Technology

Secure Policy System 

Each Keyword has its own policy

Mechanism for Importing Keywords & Policies

Policies examples:
Stop the fax and send alert / Send the fax and send alert
Alert / don’t alert the user
Execute the policy after multiple appearances of a keyword
Fax distribution limited to the authorized sending hours window
Fax distribution policy by area codes

Policy includes alarm type & alarm content
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SecurePort Keywords

Secure Database Management
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SecurePort
Subsystems & Technology

SMS
E-mail
Fax
Printed on printer

Alert content can include the keyword or the field 
number of the keyword.

There is an option that alerts sent to the information 
owner via SMS can be approved by a return SMS.

Alerts
can be sent via different medias, as:
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SecurePort Alerts
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SecurePort
Subsystems & Technology

Fax history details are displayed on the fax history 
screen.

Fax history is sorted by dates, or any other parameter 
in the fax history table.

Each fax file in the history archive includes the fax 
image and the TXT result of the OCR scan.

Faxes from the fax history that are opened by the 
security officer are marked for an audit trail, and the 
original comments written by the security officer can 
not be erased.

History & Audit
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SecurePort History &  Audit
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SecurePort
Telephony Characteristics

Smart Fax Boards

Dialing Restrictions

Signaling

Fax call monitoring 
policy

Secure
High Quality (ECM, MMR)
Analog / PRI / BRI Support
Hi Density - # of lines on board

Fax Dialing Window
Area Codes / Long Distance

Indicating remote fax CSID on sending fax

Instruction which fax call to monitor: internal, 
external, outgoing, incoming
Send / don’t send notification to fax user



Sep-08

SecurePort SDR

The SDR is SecurePort’s “Agent” at the monitored 
fax machine, it transfers by default all faxes, and 
the dialed number, to SecurePort.
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SecurePort Management Screens
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SecurePort Server Settings


