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SecurePort
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Secure Port Prevents leakage of secure
documents that are sent via fax machines
from the organization.
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SecurePort

“Faxing Is the most common
cause of confidential information
ending up at the wrong place or
In the wrong hands”

-TriDimension Strategies and
Locke Liddell & Sapp LLP
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SecurePort

“Fax machines are a serious
data leak potential, when they
are not part of the DLP solution”

M.B.
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SecurebPort

SecurePort identifies and prevents information leaks in real-
time — before they occur. Detailed reporting and audit trails,
provide the customer with timely and insightful information.

“+ Real-time auditing and blocking of unauthorized document
distribution from analog and digital Faxes (fax machines &
fax servers).

**ldentifies and prevents documents leaks before they occur.

* Limits document distribution only to designated parties (i.e.
block sending fax to competitor fax machine).

“* Provides complete audit trail of user and distribution activity.
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CekpeTHoe opyxune AHB. Yacte 1

BmecTOo nponora

MNMepBasa Nno BpemeHW HOBOCTbL cooBumnna o cmeHe rnasbl HaynoHaneHoro gmpekroparta
paseejKU, ocyllecTBNALWEero obliee pyKoBoACTBO ASATENbHOCTBIO LUECTHAALLATH
pazeegcny>6 CLUA: kagpoeore gunnomata I>xkoHa HerponoHTe cMmeHWn oTcTaBHoOW agmMurpan
DxxoH Mawnkn "Mank" MakkoHen (Mike McConnell). pyras HOBOoCTb CBA3aHa ¢ Kopnopauuen
Microsoft, a cyTb ee B Tom, 4To odpuymanbHble NuLa rocygapcrea m GusHeca Brnepeble OTKPbITO
ApKr3Hann cpakT TECHOro coTpyjHuydecTBa B chepe GesonacHOCTU paspabGaTbiBaemoro MO
Mexay cneycnyk6oih AHB 1 rmaeHol cocdTBEepHON KOoMNaHNein. B YyacTHOCTH, pedb B
coobuweHnn nageTt o coemMmecTHon paborte Microsoft m AreHTcTBa HaynoHanbHon 6e3zonacHocTM
CLUA Hag OC Windows Vista.

MoBepxHOCTHAA N YUCTO "MexaHudeckana" CBA3b MeXAy ABYMSI 3TUMU HOBOCTSMM IaKnyaeTcs
B TOM, YTO Tpex3Be3AHbln aamupan Mank MakkoHen B NpoLlromM gecATruneTmn Bbin
AvnpekTopom AHB CLUA (1992-96), a BCce nocnejgyrouwme rogabl 3aHMMan nocT BULe-npesngeHTa
SonbLWON N KPYTOW KOHCaNTUHIOBo KomnaHum Booz Allen Hamilton, rae kypuvposan
rocygapctTeeHHble MT-KOHTpaKTbl 4NA BOEHHbIX U pa3Begkn. OBWnn ke cmbicn cobelTUil cTaHeT
4yTb ACHee, ecrnv BCMOMHUTb 4TO nocT anpektopa LIPY He Tak gaBHo 3aHAN reHepan Mawnkn
XeWgeH, 4o 2Toro wecTb neTt pozrnasnaswniit AHB (1999-2005). A MmuHuctTpom oSopoHbl CLUA
B KOHUe 2006 roga ctan PoGepT MNeiTc, B npownom gupektop LIPY. Bce aTn nepecTtaHoBKKU
HeABYCMbICNEHHO CBUAETENbCTRYIOT O SBHOM YCUMNEeHUW No3uLuin paseegcnyxt s
amMepUKaHCKOW rocajMmuHUCTpaLu, a ocobeHHO - MHPOTEXHONMONMYECKOro HanpasneHus
pa3BefKun.

HekoTopble 3KcnepThbl, XOpOoLWO 3HAKOMble C 0COGEHHOCTAMI BALLUWHITOHCKOW MONMUTUYECKOR
KYXHW, pacueHWBaIOT Npoucxoasllee BeCbMa Ce€pPbe3HO, UCMONb3yA TEPMUH "TUXURA
rocygapcTBeHHbIW NepepopoT"”. M6o Ha BbiCLLWE MOCTbl B CUMOBBLIX CTRYKTYPaXx W LLleHTpanbHON
paseegke B CLLUA o6bluHO NPUHATO CTABUTb MOMNUTUKOB, @ HE Ka4pPOBbIX COTPYAHUKOB 3TUX
BeaoMcTB. [NocneaHWUA pas NOCT rMaBHOro HadanbHWKa pasBeaku (Torga oH cosnajan ¢ NocTom
AvpekTopa LIPY) kagpoBbld pa3zBeg4YnK 3aHUMan nonTtopa AecATKa neT Ha3ag. Npuyem Cbin
aTO, UTO MHTepecHo, PoGepT NelTc - HOBbIA MMHUCTP 0OOPOHDI.

Scan/OCR the outgoing fax pages
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CekpeTHoe opyxne AHB. HacTtb 1

BmecTo nponora

NMepBasa No BpeMeHM HOBOCTb cooSuimna o cmeHe rmasbl HaynoHaneHoro gmpekropaTta
pasBeAKW, ocylecTBNSAOLLEero o6luee pykoBoACTBO AeATENbHOCTbIO LWecTHaAL AT
pazeegcny>xk6 CLUA: kagpoeoro gunnomarta J>koHa HerponoHTe cmeHWn oTcTaBHOW agMurpan
OxkoH Mankn "Mawnk" MakkoHen (Mike McConnell). Jpyras HoBoCTb CBA3aHa ¢ Kopnopauyuen
Microsoft, a cyTb ee B Tom, 4TO odhuymanbHble NUua rocygapcrsea u 6M3Heca BNnepBblie OTKPbITO
nprsHanu cpakT TECHOro coTpygHudYecTBa B cchepe GezonacHocTU pazpabaTtbiBaemoro MO
Mexay cneuycnyx6oit AHB n rmaeHo codpoTBEepHO KOMNaHMen. B yacTtHoCcTK, pedb B
coobweHnn naeT o coeMmecTHon paborte Microsoft 1 AreHTcTBa HayumoHanbHoNM Be3zonacHoCTM
CLUA Hag OC Windows Vista.

NMoepepxHOCTHaAA M UMCTO "MexaHUuueckan" CBA3b MeXAy ABYMSA 3TUMKW HOBOCTAMM 3aknwuyaeTcs
B TOM, 4TC Tpex3Be3AHblA aamupan Mawnk MakkoHen B NpownomMm gecATUneTrn 6bin
Auvnpektopom AHB CLUA (1992—-96), a Bce nocrneayrouime rogbl 3aHUMan nocT BUuue-npesngeHTa
ConbLWOoON N KPYTOW KOHCAaNTUHIoBol KomnaHum Booz Allen Hamiilton, rage kypuposan
rocygapcTtBeHHble VI T-KOHTpPaKTbl 4NA BOEHHbIX U pa3Bedknn. OBwun ke cmbicn cobbliTA cTaHeT
4yTh ACHee, ecCrnn BCMNOMHWUTb 4TO NocT gunpektopa LIPY He Tak gaBHo 3aHfan reHepan Mawnkn
XehngeH, 4o 3TOoro wecTb neT posrnasnaswunin AHB (1999-2005). A MUHNCTpom oGopoHbl CLLUA
B KOHLle 2006 roga ctan PoGepT NenTe, B Npownom gupekrtop LIPY. Bece 3T nepecTaHoBKK
HeABYCMbICIEHHO CBUAETENbCTBYIOT O SBHOM YCUMEHUN No3vLnia paseseacrny>xo s
amMepUuKaHCKORW rocajMmuuHUNCTpaL i, a ocoSBeHHO - MHPOTEXHONONMYEeCcKOoro HanpasrneHus
pasBegKW.

HekoTopble 3KCcnepThl, XOpOLo 3HAKoMble ¢ 0COGEHHOCTS MW BALUVNHITOHCKOW MONMUTUYECKOW
KYXHW, pacLueHMBaIOT Nponcxogsliee BeCbMa Cepbe3HO, UCMOoNb3yA TEPMUWH "TUXUK
rocyagapcTBeHHbIN NepeBopoT”. MEo Ha BbICLLIUE NMOCTbl B CUMOBbIX CTRYKTYPRPaX U LLeHTpRar bHon
paseegke B CLUA oBblvMHO NPUHATO cTaBUThb MONMATUMKCB, @ HEe Ka4pPOBbiX COTRPYAHWUKOB 3TUX
BeagomcTB. NocneagHUA pas NoOCT NMMaBHOro HadvanbHUKa pa3Bekn (Torga oH cosnajarn ¢ NnocTom
AuvpekTopa LIPY) kagpoBblin pasBeg4nKk 3aHUMan nontopa AecATKa neT Hasag. MNpuyem Sbin
3TO, UTO UHTepecHo, PobepT N einTc - HOBbIA MMHUCTP 0GOpPOHbI.

Search for Keywords in the database
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BmecTOo nponora

I'Iepsaﬂ no epemMmeHnn HOBOCTbL COOGLL[VI]'IB O CMeHe rmnasbl HaLI,I-'IOHa.I'IbHOI'O AnpeKropaTta
pa3BejKu, ocyllecTBnAOWero obliee pyKoBoACTBO AEATENbHOCTLIO LWWeCTHaALL AT
paseeacny»k6 CLUA: kagposoro gunnomata J>koHa HerponoHTe cMeHuUn oTcTaBHOW agmupan
OxoH Mankn "Mawnk" MakkoHen (Mike McConnell). Opyras HOBOCTb cBA3aHa ¢ Kopnopauunen
Microsoft, a cyTb ee B Tom, 4To chuynanbHblie nNuLa rocyaapcTtea U BusHeca BNepBble OTKPbLITO
npr3Hanu ¢pakT TECHOro coTpyiaHu4YecTBa B cchepe GesonacHocTU pazpabaTtbiBaemoro MO
Mexay cneucnyxkboil AHB 1 rnaBHon codpTBepHO KoMNaHneil. B yacTHoOCTU, peub B
coobLeHun nget o coemecTHon pabote Microsoft m AreHTcTBa HaymoHanbHOW He3onacHocTM
CLUA Hag OC Windows Vista.

MNMoBepxHOCTHAA N YUCTO "MexaHuYyeckaa" CBA3b MexXxAay ABYMS 3TUMU HOBOCTAMM 3akKrnkuyaeTcs
B TOM, 4YTO Tpex3Be34Hbl agmupan Mank MakKkoHen B NpoLWromM gecATunetnn 6oin
aAupektopom AHB CLLUA (1992-96), a Bce nocneayoLwme rodbl 3aHMmMman nocT BULE-NpesngeHTa
SonbLIOW M KPYTOW KOHCaNTUHIoBol KomnaHuu Booz Allen Hamilton, rae kypuposan
rocygapctBeHHble M T-KOHTpaKThl A4NA BOEeHHbIX U pazBegkn. OBuwun xxe cmbicn cobbiTnin cTaHeT
4yTb ACHee, €CNU BCMNOMHUTL 4YTO NocT gunpektopa LIPY He Tak gaBHO 3aHAn reHepan Markn
XelaeH, Ao aToro wecTb net Boarnasnaswuniia AHB (1999-2005). A MuHNCcTpom oBopoHbl CLUA
B KoHUe 2006 roaa ctan PcGepT lMNeliTc, B Nnpownom agupektop LIPY. Bce aTu nepecTaHoBKU
HeJBYCMbICNEHHO CBUAETENBCTEYIOT O SBHOM YCUNEeHUN No3uunin paszeegcnyxbt B
amMepuKaHCKoW rocagmMuHUCTpaL M, a oco6eHHO - MHPOTeXHOMNoOrM4eckoro HanpasneHUs
pa3BejKun.

HekoTopble SKCNepTbl, XOPOLO 3HAKOMbIE C 0COBEHHOCTAMUW BALUMHITOHCKON NONUTUYECKOW
KYXHW, paclueHMBaOT Npoucxojfllee BeCbMa Cepbe3HO, UCNONb3YA TEPMHUH "TUXUNA
rocygapcTBeHHblIi NepeBopoT”. MGo Ha BbICLLUWE MOCTbl B CUMOBBIX CTRYKTYPaX U UeHTpanbHO!
paseegke B CLUA 06bIMHO NPUHATO CTAaBUTb MNOMNUTUKOB, @ HE KA POBbIX COTPYAHUKOB 3TUX
BeagomMcTB. MNocneaHWIA pas NOCT MABHOro HavYanbHUKa pa3Bedku (Torga oH coBnajan ¢ nNocTom
AupekTopa LIPY) kagpoBbli pa3Beg4nK 3aHUMan nontopa AeCATKa neT Ha3saa. Mpudem Gbin
3TO, YTO MHTepecHO, PobepT NenTC - HOBbIA MUHUCTP OOOPOHDbI.

When Finding a Keyword,
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SecurePort for Fax Machines

SecurePort in the Network

SecurePort
System

i .
(T

11—
PBX

Il

Remote
Fax Machine

O—Entgrprise Netyvork— )

V=

System Manager

SecurePort connects to the enterprise PBX via its
smart high density fax boards.

Connection can be Analog, PRI, & BRI, the number
of lines Is not restricted.
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SecurePort for Fax Machines

Monitoring a fax machine

{11/l
LI
PBX

[ I

Every fax machine that is monitored needs
a SDR unit hooked on its line to the PBX
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Cellular

Phone SecurePort

Alerts

B

Cellular
Network

Remote Fax
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PSTN

SecurePort for Fax Machines

Enterprise
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Cellular Modem
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Enterprise Fax  Enterprise Fax
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Enterprise

SecurePort Systems
Management
System
= —
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=" Enterprise
= ; Fax
== L £ Archive
SecurePort
Com.|Server
0 AN

SecurePort
System Manager

/

SecurePort basic fax system configuration

IS Flexible and easy to manage
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SecurePort for Fax Machines

ﬁnterprise Distributed Office A\ ﬁnterprise Distributed Office EN f Enterprise SecurePort in main office \

Enterprise Enterprise
Enterprise Fax Fax Fax
SecurePort
o Server SDR Management
Com Server SecurePort v
Com Server

W

PBX PB [TiTm—TlTR -
K(E)\ W / - TR _ —
PBX SecurePort o
Com Server
— —LAN )

WAN k /

PSTN

External Fax

External Fax

SecurePort in a distributed environment Sep-08
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SecurePort for Fax Machines

In fact, SecurePort transforms the fax
machine into an enterprise network device.

* Every inbound / outbound fax is stored and archived.

» An archived fax contains the original image and the OCR
text data.

% Fax search is similar to any metadata document search
(Word, Excel, PDF, etc).

% Outbound faxes are managed by Secureport’s DLP policies.

» Inbound faxes can be routed to users based on fax content.
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SecurePort

System Architecture

»» Flexible — capable of handling small as well as large humbers of
fax machines.

*» Does not require an expensive telephony and IT infrastructure.

*» A complete analog fax DLP solution for the customer.

% Fax users do not need to change their faxing habits.

*» Fax machine tapping can be changed / set-up within 30 seconds.

»» Fits organizations who publish this service among their employees,
as well as, organizations who keep this service secret.

2 Capable of complementing external content engines.
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SecurePort
Subsystems & Technology

Image Handling & OCR Process

* Image enhancement and preparation for OCR scan, incl:
Resolution increase, Image de-skew, Image flip, Define OCR
scanning zones.

% Launch OCR engines — Several OCRSs’ running in multiple
concurrent mode.

»» Voting system — Choosing the OCR with the best result.

% ldentical characters algorithm — Correcting OCR results that
switch between identical characters, for example switch “O”
with “0” (zero)
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SecurePort
Subsystems & Technology

Secure Keywords System

* One Keyword field can range anywhere from one
word to a whole chapter

“» Keyword can be assigned by group / department

*» Keyword search can be performed using And/Or logic

*» Search result sensitivity tuning in %
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SecurePort
Subsystems & Technology

Secure Policy System

s Each Keyword has its own policy
* Mechanism for Importing Keywords & Policies

*» Policies examples:

= Stop the fax and send alert / Send the fax and send alert

= Alert / don’t alert the user

= Execute the policy after multiple appearances of a keyword

® Fax distribution limited to the authorized sending hours window
= Fax distribution policy by area codes

¢ Policy includes alarm type & alarm content
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SecurePort keywords

SecurePort Key Words b_(l
k.ew words
: : : ; : : The Key Words

D Kew'word(s] | Notify Admin | Send Emal | Send SM3 | Stop the Fax | Assignedto | Print screen displays all
1 Weapon [ Yes Yez Mo Sales; Tesp the k d d
2 mizsile “'es Mo Mo Y'es Al Groupz “'es E_ €y Words an
3 bamb Yes Mo Y'es Yes Management, “Yes their related

4 nuclear Yes Yes Yes Yes All Groups Yes pO"CiES

R Delete | Edi | Import Close

Add Key Word

K.en word(z): |[

Agzzign the Key waord[z] ko
Al groups

fo The following groupls]; ]

If K.y word(z] found:
[ Send Email notification

[~ Send SMS natification

[~ Motify the Administratar

[ Stop the fax

¥ Print notification to the default Printer

ok |

Search the word(z] in
@& Both calls
i External call

i Internal call

Cancel J

&

TY3=Xcell”

Secure Database Management

The Key Word Edit f Add screen allows
entering key words and their specific
policies

In order to import a large number of key
words it is recommended to use the
Import Key Words function
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SecurePort
Subsystems & Technology

Alerts
can be sent via different medias, as:
s SMS
s E-mall
s Fax
¢ Printed on printer

Alert content can include the keyword or the field
number of the keyword.

There is an option that alerts sent to the information
owner via SMS can be approved by a return SMS.
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SecurePort alerts

I History.txt - Notepad
Eile Edit Format Wiew Help

[SMS]
SMS To=+44544555530 Sample of SMS alert notification
KeyWwards=4,

AttachmentMame=100_000007E_52 55
Source=52
Dest=53

2 History.txt - Notepad
Eile Edit Format Wiew Help

[SMTP] Sample of an E-Mail alert
SMTPSenver=10.10.10.2

hotification
ReplyTo=Message From SecureFPoart
ToAddress= Mike@Tyrexcell com

subject=Alert Motmcation

KeyWwords=451
AttachmentMame=CA\SecureFPort\HistoryDir100_0
Source=a1

Dest=57
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SecurePort
Subsystems & Technology

History & Audit

»» Fax history details are displayed on the fax history
screen.

*» Fax history is sorted by dates, or any other parameter
In the fax history table.

»» Each fax file in the history archive includes the fax
image and the TXT result of the OCR scan.

»» Faxes from the fax history that are opened by the
security officer are marked for an audit trail, and the
original comments written by the security officer can
not be erased.
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SecurePort History & Audit

#t SecurePort Manager (current user is Administrator)
File Tools Fax Help

IR = 21 i
=I- Secure Port Reference | Diialed Fram | Drialed T|:|| Drate & Time | F"agesl Fau Result Statuz K.ey words Found | Belongs To|Check... | Blocked |

k oooo114 51 51EE 11/9/2006 20:35:26 2 Mo Anzwer Fax not sent Mo Mk o Mo Mo
Orline Activities oooot11e a1 51EE 11972008 21.20:33

4 Sent Ok ‘ez Hulack ez Ma
o000y A1 R1BE 119420068 21:45:15 3 Sent inirregular hour Mo JSmith Mo Yes
oooona a1 B1EE 11/9/2006 221737 1 Fax not sert Yes b conen Yes Yes
oooo1149 51 B1EE 1192008 22:59:38 7 Mo Answwer Fax not sent Mo JEmith Mo [0}
ooaotz0 51 5166 11942008 22:20:23 4 Sert Ok Mo Hilack Yes Mo
0000730 a1 B1EE 12/8/2006 120521 5 Fax not sert Yes Mbrosen Yes Yes

SecurePort Service is running SeciePork Fax deway connected

Check Fax

The Fax History screen displays all the
fax history details sorted by several
Date & Time: |12/09/2006 12:52 parameters

Checked By: |.-'l'-.|:|ministrat|:|r

| TheFindings

| Action to be taken

| Motes The security officer f information
S owner can check all the details of the
fax history, and add their comments

# View Comments

Checked by: Adrinistratar
Date & Time: 12/09/2006 11:44 Sample of a fax audit comments
Findinos: TEST
Action to be taken: 123
Motes: 45E

Claze
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SecurebPort

Telephony Characteristics

**Smart Fax Boards < Secure
% High Quality (ECM, MMR)
s Analog / PRI / BRI Support
¢ Hi Density - # of lines on board

¢ Dialing Restrictions < Fax Dialing Window
¢ Area Codes / Long Distance

< Signaling  Indicating remote fax CSID on sending fax

< Fax call monitoring < Instruction which fax call to monitor: internal,
policy external, outgoing, incoming

+» Send / don’t send notification to fax user
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SecurePort spr

smart Dial-up Router - SDR D
Lo 8 [ [

Public Switch /f PBX

15-18WiDC
500 md

The SDR is SecurePort’s “Agent” at the monitored
fax machine, it transfers by default all faxes, and
the dialed number, to SecurePort.

TY3=Xcell”
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SecurePort management Screens

% SecurePort Manager (current user is Administrator)

& | 7B

=1

File Tools Help

N &

S M ame
Wiew Faxes

Online Activities

File Toals

Wiew Fanes
Online Activities

Help

= Secure Port
Yiew Faxes
Online Activities

% SecurePort Manager (current user is Administrator)

TEIEIREED

Fax and OCR activities

- B

Manage all server
functions, and set-up
all the rules and
policies.

The Fax On-Line
Activity screen
indicates the
ongoing fax & OCR
activities, and shows
the alert notifications

SecurePart Service is running

Reference | Fax Port # | Fawx Activity OCR Activity

000150 |dle Frocezszing page 1
0000720 1 Dialing ko 5166 Idle

Alerts

FReference | DialedF... | Dialed To | Date & Time Belongs To
0000740 a1 5166 12/9/2006 12:07.57

SecurePort Fax Gakeway connected

TY3=Xcell”
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SecurePort server settings

Fax Report

[ Print final result if the fax was Sent OF. Send repnrts to users

[w Print final result if the fax Failed about the fax progress
v Attach the fax ta the repart and fax final status

[ Print intermediate report for Approved

[ Print intermediate repart for Mot approved

Fau files histary

f« Savealfiles { Save only files that contain key words

Save fax files for |3EI :| days

Alert Matitication

Save Fax History

E mail subject: |.-'-‘-.Iert Muatification

Send Alerts by Fax,
SMS, E-mail, Printer

v Attach the fax file ta the emai
f* |nchide explicit keywaords

" Inchude the kepword's index

CR recognition ere
Set OCR sensitivity
Sensitivity level: | 89 %

=7 level

TY=Xcell® Setting up the server parameters Sep-08



